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Abstract

The third deliverable D7.3 of Work Package WP7 of the HYBRIDGE Project focuses on the
detection of situation awareness errors. In this report, a simple ATM example, the runway
crossing control problem, is considered as a case study. Six agents act in this control problem,
three of which are humans that are subject to situation awareness errors. To detect these errors,
we model the agents’ behaviour with hybrid systems. The error detection problem can be solved
by building an observer for the hybrid system obtained composing the hybrid models of the

agents. This observer is designed using the theory described in Deliverable 7.2.
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Chapter 1

Introduction

The purpose of Work Package WP7, “Error Evolution Control”, of the HYBRIDGE project is
to develop algorithms with guaranteed performances for assisting human operators in avoiding
the propagation of errors and other non—nominal events in distributed systems. In an ATM
closed loop system with mixed computer—controlled and human—controlled subsystems, recovery
from non—nominal situations implies the existence of an outer control loop that has to identify
these situations and act accordingly to prevent non—nominal situations to evolve into accidents.
Estimation methods and observer design techniques are essential in this regard for the design
of a control strategy for error propagation avoidance and/or error recovery. The objectives of
the second task of WP7 were (i) to identify a stochastic hybrid model to describe the dynamics
involved in error evolution control and to capture the essential features studied in Task 7.1 and
(ii) to develop estimation methods and observer design techniques for this class of stochastic
hybrid systems. The research related to the first objective of Task 7.2, pursued in collaboration
with the University of Cambridge, was documented in Deliverable 1.2 [3]. As for the second
objective of Task 7.2, we addressed the issue of observability and observer design for hybrid
systems. In Public Deliverable 7.2 [6], we presented a unified framework to offer a perspective
on the results available in the literature on observability of hybrid systems as a first step in
developing a theory of observability and algorithms for observer design that can be applied to
error propagation control in ATM. In particular, we reviewed the literature on observability and
observers for hybrid systems as a first step in our quest for a general hybrid system observer.

We then illustrated synthesis methods for hybrid observers.
We recall the aim of Task 7.3 from the Technical Annex of the HYBRIDGE contract:

“Situation Awareness (SA), plays a crucial role in the identification and correc-

tion of mon—nominal situations. However, one of the key problems in distributed



safety critical systems is that humans can have errors in their situation awareness,
and these errors can then evolve into the system where they may create all kind of
safety critical situations. Since direct observation of human situation awareness is
impossible, alternatives have to be developed. These problems are studied in Task 7.3,
and a detection approach will be developed. Specific air traffic management situation

awareness example(s) will be considered during this study.”

In this report, our contribution is a procedure to solve the problem of detecting situation
awareness errors on a specific ATM example by means of the methods developed in Deliverable
7.2 [6].

The example chosen here is simple enough to allow the reader to understand easily the ap-
plicability of our theoretical results. One could argue that the machinery used in this example is
an overkill to obtain intuitive results. However, human errors that we try to prevent often origi-
nate from interactions among distributed systems that, albeit simple, can create risky situations
that are difficult to discern without the help of automation.

The report is organized as follows. In Chapter 2, we present a hybrid model for the active
runway crossing problem consisting of the compositions of hybrid models for each of the agents.
In Chapter 3, we consider the application of hybrid observer design to the active runway crossing
problem. We begin by reviewing some concepts related to observability of hybrid systems and
to the design of observers. The definition of observer is generalized for the specific purposes of
Task 7.3. Then, a particular situation of risk is analyzed, and hybrid observers are used to detect
the error evolution. Finally, the proposed observer is tested and simulation results analyzed. In

Chapter 4, we offer some concluding remarks.



Chapter 2

A Hybrid Model of the Active

Runway Crossing System

In this section, we consider the example proposed in Stroeve et al. [12] of an active runway
crossing. This will be a sufficiently simple case study that summarizes the main difficulties in the
formulation, analysis and control of a typical accident risk situation for ATM. The active runway
crossing will be decomposed into various subsystems, each with hybrid dynamics modeling its

specific operations.

2.1 Description of a simple ATM framework

The active runway crossing environment consists of a runway A (with holdings, crossings and
exits), a runway B and aprons. The crossings enable traffic between the aprons and the runway
B. Crossings (on both sides) and holdings have remotely controlled stopbars to access the runway,
and each exit has a fixed stopbar.

One of the key problems in distributed safety critical systems is that humans can have errors
in their "Situation Awareness" (SA), and these errors can then evolve into the system and create

safety critical situations. Situation Awareness may be defined as in [7], [12]:

Situation Awareness (SA) is the perception of elements in the environment within
a volume of time and space, the comprehension of their meaning, and the projection
of their status in the near future. The projection in the near future of the perception

of the actual environment is referred to as intent SA.

In Deliverable 7.1 [5], a review of the work done in the literature to model and measure

Situation Awareness was presented. Within the ATM system, Stroeve et al. [12] define an
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Figure 2.1: Airport configuration



Agent as an entity, such as a human operator or a technical system, which is characterized by
its SA of the environment. Following Stroeve et al. [12], SA can be incomplete or inaccurate,

due to three different situations: an entity may

1. wrongly perceive task-relevant information or miss them completely;
2. wrongly interpret the perceived information;

3. wrongly predict a future status.

An important source of error that has to be considered when analyzing multi—agent environ-
ments is the propagation of erroneous situation awareness due to agents interactions, e.g. via

VHF communication.

2.2 Agents in an active runway crossing
The runway crossing operation consists of

1. Two pilots (PF-t, PF—c) controlling respectively an aircraft taking off and one moving on

the ground;
2. A runway controller (Co);

3. The airport technical support (ATS) system.

The first pilot proceeds towards the holding area (regular taxiway) with the intent of com-
pleting a takeoff operation, while the second pilot is approaching the crossing area. The runway
controller, with the aid of visual observation of the runway and VHF communication, has the
responsability of granting crossings and takeoffs, avoiding the use of the runway by two aircrafts
simultaneously. Technical support systems help the pilots and the controller to communicate
(VHF) and detect dangerous situations (alerts).

The specific behaviour of these agents in the runway crossing operation may be described as

follows:
e Pilot subsystem:

1. Pilot flying of taking off aircraft (PF—-t): Initially the pilot flying (PF') of a taking
off aircraft proceeds on the airport way 1 or 3 until he reaches runway A. He begins
taxiing on the taxiway and prepares to take-off. When taxiing is executed, he asks via

the VHF communication system takeoff grant to the runway controller, and waits.



When he has SA that takeoff is allowed, he initiaties taking off, and monitors the
traffic situation on the runway visually and via VHF. If a crossing aircraft is observed

or in reaction to a Co emergency braking command the PF-t starts a braking action.

2. Pilot Flying of crossing aircraft (PF—c): The PF-c proceeds on the airport way 2
until he reaches the runway. He asks to the runway controller crossing permission and
crosses when granted. While proceeding towards the airport way, he may have intent
SA that the next airport way—point is either a regular taxiway or a runway crossing.
In the first case and in the second case if the PF has SA that the crossing is allowed,
he enters runway A without waiting for crossing permission: in fact, if his intent SA
is a taxiing operation, he may erroneously assume by visual monitoring process that
the runway crossing is a regular taxiway. The reaction of the PF—-c to the detection
of a collision risk, due to visual observation or an active runway controller Co call, is

an emergency braking action.

e Active Runway Controller (Co): The Co is a human operator supported by visual ob-
servation and by the ATS system. If the Co has SA of a collision risk, he specifies an

emergency braking action to both the crossing and taking off aircraft.

o ATS system: This is the technical system supporting the decisions of the Active Runway
Controller. It includes three subsystems we model: a communication system, a runway

incursion alert and a stopbar violation alert.

2.3 Formal Hybrid Models of the Active Runway Crossing Agents

In this section, we give a formal definition of the agents introduced in the previous section. The
agent ¢ can be a Discrete Event Dynamical System (DEDS) or an Hybrid System (HS). When
a HS, Y; is the continuous output set, coinciding with the state set X;, and h;: X; X Q; — Y is
the continuous output function. We use here the same notations as in Deliverable 7.2 [6].
Pilots Flying — Agents 1 and 2
PF—t (i = 1) and PF-c (i = 2), represented in Figure 2.2, can be both modeled as hybrid

systems Hpr—_;, Hpr—. where

o Qi ={q1,i,92,43,i:94,95,i,96,i-97,i,G8,i:99.i }, ¢ = 1,2, are the sets of discrete states with
q1,; the PF running on an airport way, g2; the PF' crossing the runway, g3; the PF in

standby before the crossing line waiting for crossing grant, g4 ; the PF taxiing on a holding,
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Figure 2.2: PF hybrid system

gs,; the PF braking for an emergency, gg; the PF' in standby before the takeoff line waiting
for takeoff grant, g7; the PF taking off, gs; the PF' airborne, gg; the PF has completed

the crossing operation;

P, = {1/}172‘,1/1272‘,1/1312‘,1/1412‘,1/15’& U {e}, i = 1,2, are the sets of discrete outputs, with ¢, ;
the crossing request, 1, ; the takeoff request, 13 ; the emergency braking, 1, ; the takeoff

completed, and v5 ; the crossing completed;

Upi = UDiEXT U UDiCONTR U {56} s UDiEXT = {01’1’70-271'}7 UDiCONTR = {03,2'704’1"0-5,1'}7

1 = 1,2, are the sets of discrete inputs, where

— 01,4, 02,; model situation awareness errors as disturbances that cause an ungranted

crossing and an ungranted takeoff operation, respectively,

— 03, models the crossing grant from the Co, o4; the takeoff grant from the Co, o5 ;

the emergency braking order by the Co;

X; = {(si, vi) s €ER% v € R2}, 1 = 1,2, are the sets of the continuous state values, where

s; indicates the position and v; the velocity of the i agent;

U; =R™, i=1,2, are the sets of the continuous input u; values, V; = RP are those of the

continuous disturbance d; values;



e Soi = {qu,i3 qji € Qi}, fo00 Xix Uy x Vi — T, i = 1,2, are the sets of the continuous
(simplified) dynamics

éi:vi

v, = U (t) + d; (t) ;
and d; represent possible disturbance forces acting on the aircraft (e.g. wind).

e The sets of discrete transitions are

e = (q1,i,01,0,924) €2 = (q1,i,€e,73,i) e3i = (q1i,€e, qai)
g ) cai= (92,i,05,,955) €5 = (43,4,03i,92,i) €6, = (Qayi,Ees q6.i)
=
eri = (Qa,i,024,q9745)  esi = (¢6:i,044,q74) €9 = (q7,i,05,,05,)
e10,i = (q7,is€e» 48,1) e11,i = (q2,i,€e,99,)
1=1,2;

) = vilesi) =7iles) =i (erq) =7 (esq) =€

) = Yy,

) = % (69,i) = 7/’3,1'
e6i) = Vo,

) = Yy

)

)

= Y5,

)

where the outputs corresponding to transitions due to situation awareness errors are empty
and are the source of the observability problems that we need to address using techniques

specifically developed for hybrid systems.



e The invariant mappings (i = 1,2) are defined as follows

I, = A{(si,vi): si € lag,a3] x [by, ba] U [b3,ba] U [bs, bg] , ||vs]| > O}
I, = A{(si,vi) 1 si € a1, a2] x [b3, ba], [|vs]| > O}

Ios, = {(sivi) : si € [az, a2 + A] X [bs, ba] , [|vi]| = 0}

Io, = {(sivi) : si € [ax, ag] X {[by, ba] U [bs, bs]} , [[vi]| > 0}

Ios, = A{(si;vi) ¢ s € [ar, a] x [by, be] , [Jvs]| = O}

I, = {(si,vi): 8; € [ar,a2] X [ba — A, ba] U [bs, b5 + A, [|Jv;]| = 0}
Ioo, = {(sivi) o si € [ar, ag] X [b1, b, [Juil| < e}

Ios, = {(sivi) @ si € [a1, ag] X [b1, b, [Jvil| > ve}

Iy, = A{(si,vi): s €[0,a1] x [b3,b4], [|vi]| > 0}

where vy is the takeoff velocity, assumed to be the same for the two agents; for simplicity we
considered the same geometrical parameters for the two aircrafts; the invariant mappings

establish conditions for the system to remain in the corresponding states.
e Ri(e,z,u,v) ==z, V(e,z,u,v) € E; x X; x U; x V; are the reset mappings, ¢ = 1,2;
e The guard mappings (i = 1,2) are

Geyi = {(si,05) [az, a2 + A] X [b3, ba], [Jvs]| = 0}

Ge, (86, vi) [a1, az] x {[b1,b2] U [bs, be]} , [lvi]| > 0}
GeﬁZ = {(si,v5) : 8; € [a1,a2] X [ba — A, ba] U [bs, b5 + A], ||vs|| = 0}
Geyp, = {(si,v5) (a1, az] x [b1, bg], [[vi]| > v}

that establish conditions for the transitions to take place.

Active Runway Controller — Agent 3
The Co, represented in Figure 2.3, can be modeled as a DEDS D¢, where

o Q3 = {q13,423,03,3, 94,3} is the set of discrete states, with ¢; 3 the Co in miscellaneous
operations, g2 3 the controller granted a crossing (runway is busy), ¢33 the controller

granted a takeoff (runway is busy) and ¢4 3 an emergency braking action on the runways;

e Ups = {013,023,033,043,053} is the finite set of events, with o1 3 the takeoff request,
02,3 the crossing request, o3 3 the takeoff completed, 043 the crossing completed and o5 3

the stopbar violation alert or runway incursion alert;

10
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Figure 2.3: Co DEDS

o Py = {1y3,093,133} U{e} is the set of discrete outputs, with 1, 3 the takeoff grant, ¢y 3

the crossing grant and v3 3 the emergency braking;

e The transition function is such that

¢3(q1,3,023) = {a23}  ¢3(a23,053) = {qs3}
¢3(q1,3,053) = {aast  w3(a33,033) ={q13}
03 (q1,3,013) ={g33} ©3(93,3,053) = {qa,3}
¢3(g2,3,043) = {q1,3}

e The map that specifies the possible events at each state is given by ®3: Q3 — 2Up3_ with

®3(q13) = {013,023,053}
®3(q23) = {043,053}
®3(q23) = {033,053}
P3(a3) = 9
e The output function is defined as
73 (q1,3,023,023) = a3
v3(q1,3,013,433) = P13
v3(q1,3,053,043) = 73(23,053,943) = 73 (43.3,053,943) = V33
73 (Q2,3,04,3,CI1,3) = 73 (Q3,3,03,3,Q1,3) =E&.

11
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Figure 2.4: Communication System DEDS

Communication System — Agent 4

The communication system, shown in Figure 2.4, can be modeled as a DEDS D¢g where

e The state set is Q4 = {q1,4, 92,4}, With ¢1 4, ¢2.4 the communication system in service and

out of service, respectively;

e The event set is Ups = {014,024}, where o1 4 represents a failure occurrence in the system,

while 09 4 corresponds to the repair of the system;
e The discrete output set is Py = {e};

e The transition function is such that

04 (qra,014) = {q24}
¢4 (q24,024) = {q14};

e The map that specifies the possible events at each state is given by

Py (qra) = {o14}
Py (q2a) = {024}

e The output function is defined as

Y4 (q1,4,01,4,G2,4) = V4 (q2,4,024,q1,4) = €.

Runway Incursion System — Agent 5
The Runway incursion system, see Figure 2.5, is modeled by a DEDS Dprrg where

o Qs = {q15,025,935} is the state set, with ¢15, ¢25, ¢35 the runway incursion alert not

active, active and out of service, respectively;

12



RIS Active

Figure 2.5: Runway Incursion Alert System DEDS

o Ups = {015,025,035} is the event set, with o1 5,025,035 the events that determine the

corresponding transition in Figure 2.5;

e The discrete output set is P5 = {1/11,5,1#275}, with 9y 5, 995 denoting that the alert is

active and not active, respectively;

e The transition function is given by

o5 (15,015) = {@s5}
Ps (Q2,5, 0’2,5) = {Q1,5}
05 (q1,5,035) = ¢5(q25,035) ={@35};

e The possible events at each state are given by

®5(q15) = {015,035}
®5(q25) = {025,035}
Q5 (q25) = 9

e The output function is defined as

V5 (q1,5,01,5,G2,5) = 1111,5

v5 (42,5, 025, q1,5) = 7V5(q1,5,035,035) = V5 (42,5, 035,035) = Vo 5-

Stopbar Violation System — Agent 6
The Stopbar Violation System, shown in Figure 2.6, may be modeled by the DEDS Dgy g

where

13
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Figure 2.6: Stopbar Violation System DEDS

The state set is Q¢ = {q1,6, 42,6, 43,6 }» Where q1.6, 2,6, ¢3,6 denote that the stopbar violation

alert is not active, active and out of service, respectively;

The event set is Ups = {01,6,026,036}, With 016,026,036 meaning the events that

determine the corresponding transition in Figure 2.6;

The discrete output set is Ps = {7,/)176, 1&2,6}, where 15 g, 19 ¢ indicate that the alert active

and not active, respectively;

The transition function is

Pe (Q1,6; 01,6) = {Q2,6}
Pe (QZ,6; 02,6) = {QI,G}
06 (q1,6,036) = ©6(q26,036) = {36} ;

The events at each state are

D6 (q16) = {016,036}
Q6 (q2.6) = {026,036}
6 (q26) = @;
The output function is
Y6 (41,6, 01,6:92.6) = Y16
Y6 (42,6, 02,6:91,6) = 76 (q1,6,03,6593,6) = V6 (42,6, 03,6,73,6) = V26-

14



Chapter 3

Hybrid Observers for the Active

Runway Crossing System

Results on observability of hybrid systems are scant. This situation makes the design of a
controller for hybrid systems challenging. In this section, we first review the results presented in
[6] on the design of hybrid observers. Then, we show how these results can be applied to solve

the problem at hand.

3.1 Observer Design for General Hybrid Systems

In this section, we describe a methodology for designing a hybrid observer that recovers the
hybrid state evolution of a hybrid system on the basis of its observed output. These results
are due to Balluchi et al. [2], [1] and are reviewed in Deliverable 7.2 [6]. We use here the same
notations as in Deliverable 7.2.

We consider hybrid systems H that are linear in the continuous dynamics and where the
reset map is an affine function of the continuous state before the transition and of the discrete
states involved in the transition. Discrete transitions may be either switching, controllable or
invariance transitions (see [6] for a formal definition of the hybrid systems under consideration).

The hybrid observer is a hybrid system itself, denoted Hp, whose task is to provide an
estimate §(k) and an estimate Z(t) for the current location ¢(k) and continuous state x(t) of the
hybrid plant. Its inputs are the continuous input and output, u. (t) and y. (t), and the discrete
output yg (k).

The observer has to satisfy the following property:

Definition 1 Given a hybrid system H, a hybrid system Ho is said to be an observer for H
with respect to the set of states Q C Q if there exist some constants ¢ > 1, u >0 and b > 0 such

15



f Discrete State
; Observer

)'Signature

generator

_ z(t)

d*Observer
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that

i) = a(k) Vg€ Q
@ =2 ® < el ) —a ) e +b ¥ > b

for every initial hybrid state (g (0),x(0)) € @ x X, every continuous input u(t) with 7 € [0,¢],
every possible input sequence o (1),--- 0 (k) and output sequence v (1),--- ;1 (k). Here ty is
the time instant corresponding to the input o (k), w is the rate of convergence and b is the

ultimate bound. If b= 0, the observer is said to be exponentially convergent.

x
Given a hybrid plant with state <

q
illustrated in Figure 3.1. The location observer describes the evolution of the discrete location

) , the structure of the proposed hybrid observer Ho is

of Howhile the continuous observer governs the evolution of the continuous state of Hop.

The location observer receives as input the continuous input u.(¢) and the continuous and
discrete outputs . (t), yq (k). Its task is to provide the estimate §(k) of the discrete location
q(k) of the hybrid plant at the current time. Based on the discrete evolution of the location
observer, the continuous observer constructs an estimate Z(t) of the plant continuous state that
converges exponentially to z(¢). The continuous plant input w(¢) and output y.(¢) are used by
the continuous observer for this purpose. The continuous disturbance §(t) is assumed to be
measurable.

When the evolutions of the discrete inputs and outputs of the hybrid plant H are sufficient to
estimate the current discrete location, H is said to be current—state observable and the location
observer is a Discrete Event Dynamical System (DEDS) that can be constructed as shown in
Chapter 3 of Deliverable 7.2 [6]. If this is not the case, the continuous plant inputs and outputs
can be used to obtain some additional information that may be useful for the identification

of the plant current location. A transition of the hybrid plant can be detected by observing

16



the corresponding change of the continuous dynamics. Continuous dynamics changes can be
identified by comparing the evolution of the continuous inputs and outputs of the hybrid plant
with the evolutions that correspond to the dynamics associated to the locations to be identified.
In this way additional discrete signals, to be used as extra inputs to the DEDS observer, are
produced. These signals are referred to as signatures. A methodology for selecting where the
continuous information should be supplied and how to process it, was described in Chapter 6 of
Deliverable 7.2 [6]. The processing of the continuous signals of the plant gives reliable discrete

information only after some delay with respect to plant location switchings.

3.2 Application to the Runway Crossing Problem

Consider first the PF Hybrid system Hpgr. The hazard situations we wish to detect are related
to the transitions {¢2, ¢3,} and {ge, g7} that represent respectively a crossing and a take-off
when the respective pilots have not been granted permission to take this action.

Consider now the DEDS observer shown in Figure 3.2 constructed using only the discrete
output information.

We see that this system is not an observer for Hprp with respect to the set of states
{@2,i,q3,i}and {ge,i,q7,} because of the “zero output” e associated with some of the transi-
tions of the PF system shown in Figure 2.2. Hence, Hpr is not current—state observable in
the transient (there exists K such that we can observe the discrete state, but it is not true for
K=1).

As a consequence, it is impossible to construct an observer for the entire active runway
crossing system using the discrete information only. We need to extract additional information
from the continuous output. To make the hazard situation observable using the techniques
presented in the previous section, we need to generate signatures that would make the system

current-state observable with respect to the set of states {¢2, g3} and {gs.,,q7,i}-

Referring to one of the agents 7 = 1,2, signature ry; indicates a transition of the PF from
the “Ground run on airport way” state to the “Runway crossing” state, or from the “Standby
for crossing grant” state to the “Runway crossing” state, and is generated when the position of
the aircraft is inside a crossing area.

Signature rp; indicates a transition of the PF from the “Ground run on airport way” state
to the “Taxiing on a holding” state, and is generated when the position of the aircraft is inside
the holding.

Signature r3; indicates a transition of the PF from the “Taxiing on a holding” state to the

17
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Figure 3.3: Hybrid observer block diagram
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“Takeoff” state, or from the “Standby for takeoff grant” state to the “Takeoft” state, and is

generated when the aircraft exits the taxiway and enters in the takeoff area of the runway.
The structure of the resulting PF observer with signatures is schematically represented in

Figure 3.3. The PF observer with signatures is described by the DEDS Dpro shown in 3.4,

where

e The state set is Q = Qi = {q1,i,92,i, 93,i> Q4. 95,15 46,0 97,i> 48,i» 99,6 }» © = 1,2, where each
state represents the actual discrete state of the PF' Hybrid System;

e The event set is UD = UDZ = {wL’L‘?¢27i7¢37i7¢47i7¢57i} U {56}7 1=1,2

e The discrete output set is P = {a14, a0}, @ = 1,2, where o ;, aa; represent alarm signals,

described hereinafter;

e The transition function is defined by means of

©(q1,i,7m1,4) = {924} ©(g3,i,71,) = {q24} @ (q7.6,13,) = {45.}
o (qriv1,) ={asi} 0 (@i ¥e;) ={a6it ¢ (ar.6.%4,) = {8}
0 (q1i,724) = {qai} ¢ (qai,734) = {qr.} ¥ (Q2,i>w5,z‘) = {qo:i}
o (@i, v3:) = {5t 0 (g6,733) = {ani}

e The event sets are
P (qu) = {¢1,i7r1,iar2,i} P ((Z4,i) = {%,N’S,z‘} P (Q7,i) = {¢3,¢,¢4,¢}

2) = {¥3. 15, } O (gs54) =0 O (qg) =@
P (g3) = {rui} ® (g6.i) = {73} P (qo) =@

e The output function is given by

Y (qu‘, T1,i, Q2,i) = 014
Y (Q4,z‘, T3,i, Q7,i) = 02;
Y ((h,z', 101,1‘, Q37i) = 7 (fh T2, q4i) =Y (QQ,u ¢3,i7 Q5,i) =7 (g3, T1,is QQ,i) =
= v (qui, Va4, 96:5) =7 (G6,0> 73,5 a7.6) = 7 (47,0 V3,6, G5,4) =

7 (

07,0 Vai G8,0) =7 (02,0, V540 00,6) = €

This shows how the problem of current location determination for the PF can be solved.
Since for all of the other active runway crossing system agents the states can be easily determined,

this result makes the problem of observing the states of the overall system solved.
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Figure 3.4: Pilot flying observer with signatures

3.3 Simulation results

We will now analyze the specific situation of a PF-t ready to take off, while a PF-c proceeds
on the airport way 2 with intent SA that the next way-point is a taxiway, and thus crosses the
runway without communicating with the Co. This hazardous operation causes the activation of
the stopbar violation alert, and the Co, if aware that the alarm is on, orders a braking action
to the pilots. Instead, if the stopbar violation alert is out of service or the Co has no SA of
the stopbar violation alert, a takeoff could be granted while a PF—c is crossing the runway,
potentially leading to a collision.

A simulator based on Matlab 6.1 has been realized: among the simulations executed to test
the functionality of the observer, two of them are interesting to demonstrate how the observer
may help the Co to detect risk situations.

In the first simulation (Figure 3.5), the stopbar violation system is “in service”. The haz-
ardous situation starts at time ty and the information regarding its occurrence is available to
the Co at time t;. Hence, after a reaction time, the Co has SA that a stopbar violation has
occurred and, after a time f9 — ¢1 due to its reaction time and elaboration of the information

received, specifies at time o a hold clearance to both crossing and taking off aircraft.

The observer, with the alarm «q, informs the Co not only that an aircraft has passed the
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Figure 3.5: Simulation 1 — Stopbar violation system in service
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Figure 3.6: Simulation 2 — Stopbar violation system out of service

stopbar (information given by the stopbar violation alert): the alarm is more specific, and
consists of a warning that a pilot is executing a crossing without passing through the “Standby
for crossing request” state.

In the second case (Figure 3.6) the stopbar violation alert is considered out of service, so the
Co has no SA of the crossing and grants a takeoff operation. Therefore, the Co can be aware of
the crossing only using the aid of the observer alerts.

In both simulations the observer of the PF-c¢ tracks the transition from “Ground run on
airport way” to “Runway crossing” after a delay, necessary to compute the position of the
aircraft and to generate the signature. Thus, the observer is able to advise the Co that a
crossing operation without grant is in progress switching on the alarm «a; simultaneously to the

crossing operation.
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Furthermore, we could conceive to initiate a pre—alarm condition trying to predict the intent
SA of the PF—c. It is reasonable to assume that, if the intent SA of the PF-c¢ is a crossing
operation, he will decelerate before the stopbar: we can add a new state in the PF—c observer
which represents a “dangerous approach to crossing” state, which is visited when position and
speed dynamics of the aircraft do not match a standard behaviour (e.g. the deceleration curve
is not steep enough). From this “pre-alarm” state (see Figure 3.7) the PF-c can stop and ask
for crossing grant or proceed to the crossing area and generate an alarm «; for “unauthorized
crossing”. This clearly would increment the performance of the Co with a pre—alarm condition

which warns of a potentially erroneous intent SA.
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Chapter 4

Conclusions

In this report, the example of a simple but significant ATM case, the active runway crossing
control problem, was examined with the intent of testing the applicability of the theoretical
results on observers obtained in Deliverable 7.2 to a realistic ATM situation for the detection of
situation awareness errors. In this example, we considered six agents, three of which are humans
subject to situation awareness errors. We defined a suitable hybrid system framework capable of
capturing the essential observability problems of this example, including erroneous maneuvers
of the aircrafts involved, and faults of control apparatuses.

The construction of an observer for detecting the hazardous transitions that may lead to an
accident is a non-trivial problem, since the discrete outputs cannot resolve alone ambiguities that
make the observability problem unsolvable. We therefore turned to the techniques developed in
[2] and [6]: by generating the "signatures" of the continuous dynamics, we made the observability
problem solvable. The resulting observer works well for this application: an alarm is generated
when a critical situation occurs, for example, whenever an aircraft is about to cross the runway
when another aircraft is taking off.

One could argue that the machinery used in this example is an overkill to obtain results
that seem to be easily obtainable by intuition. Indeed, in this particular example, an intuitive
design would have solved the problem. However, errors that we try to prevent often originate
from interactions among distributed systems that, albeit simple, can create risky situations that
are difficult to discern without the help of automation. Several failures of complex systems
can be traced back to unforeseen circumstances that are trivial to analyze after they become
visible. The idea of using formal techniques in design is mostly successful when corner cases
are numerous and difficult to enumerate. We are investigating some ATM cases to demonstrate
how difficult it is to enumerate the corner cases of real applications.

An important outcome of our work is the realization that common observability notions such
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as K —current-state observability that we used as the basis for Deliverable 7.2 may not represent
accurately the problem we are trying to solve. K —current-state observability means that any
discrete location of the hybrid system can be identified by the use of the discrete outputs, after
a finite number K (> 0 and generic) of discrete transitions. In the error detection problem, it
is necessary to identify those discrete locations - we may call them "critical" - that correspond
to dangerous situations. If a critical state occurs before K transitions take place, then, even
though the system is current-state observable, the critical situation is not identified. In the case
of the runway crossing example, the theory applies well because, after signature generation, the
hybrid system model is current-state observable with K = 1. However, this is not always the
case. It is therefore necessary to extend the definition of observability to a subset of critical
states of the agent hybrid system, and to design an observer based on this definition to verify

the observability of critical states. This work will be done in Deliverable 7.4.
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