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Abstract—A particular problem in Air Traffic control The observer construction methods present in literature,
Management (ATM), the runway crossing control problem, such as the observer proposed in [1], are based on the
is considered to motivate the extension of the notion of notion of K—current—state observability. A hybrid system is
observability for hybrid systems to yield the notion of critical ~ K—current—state observable if any discrete location of the
observability In this problem, various agents are present, and hybrid system can be identified by the use of the discrete
some of them are humans, modelled as hybrid systems, subject gytputs, after a finite numbec > 0 of discrete transitions.
to situation awareness errors that could lead to catastrophic In this definition, the numbek is generic. However, in
events. The problem is to detect the errorsimmediately to our application, we need the bound &nto be zero forcriti-
prevent them to cause these catastrophic events. Hence, the qo) giates, to prevent the evolution of errors into catastrophic
cla{s&ga!jntotlons c.’(; obs_(ta_rvallblgty for Q%’.?”d shystegwshneed dto be  sjtuations. To solve the problem of critical observability, we
extended to considercritical observabllity, Wnereby hazardous 1, iq on the work presented in [1], and the one on fault and
states have to be detected in one step of the Finite—State L . Ll
Machine component of the hybrid system. Conditions for the error deteftlo(? tlt? p&e?.cr.'tbed “][“ebho“z%r.‘l{lot]' [14]'J0 ?of
existence of an observer for critical states are also given and S0, we exien e dennition o observabliity 10 a subset o
a procedure for its computation presented. critical states of the agent hybrid system to yield the concept

of critical observability We then present how to design an
observer based on this definition to verify the observability
of critical states. A similar result is presented in [15], where
a definition ofimmediate observabilitys introduced, and

In an Air Traffic Management (ATM) closed—-loop sys-necessary and sufficient conditions are given to satisfy this
tem with mixed computer—controlled and human—controlleg@roperty. However, our results differ from this paper in two
subsystems, recovery from non—nominal situations impliesspects:
the existence of an outer control loop which has to identify , |mmediate observability is required for all the states
these situations and act accordingly to prevent them to  of the system, while here we are looking for milder
evolve into accidents. We present an algorithm for assisting  ¢onditions regarding the observability of those discrete
human operators in detecting critical situations and avoiding  states marked as “critical”, namely connected with a
propagation of errors that could lead to catastrophic events. possible hazardous situation for the process the system

Estimation methods and observer design techniques are s modelling.
essential in this regard for the design of a control strategy , we are interested in the extra information needed to

for error propagation avoidance and/or error recovery. Var- - make the property of critical observability hold, more
ious aspects need to be taken into account in the study of than on the analysis of a given system

error detection for ATM: . The paper is organized as follows. In Section 2, we for-
1) Psychological models which can be used for the studyulate the problem and we review results on observability
of ATM; . . _ for hybrid systems. In Section 3, we introduce the notion

2) Stochastic hybrid models describing the dynamicgf critical observability and we offer conditions for the
involved in error evolution control, capturing the existence of critical observers for a class of hybrid systems.

I. INTRODUCTION

essential features of ATM; . “In Section 4, we apply these results to the runway crossing
3) Ob(sjerlvablllty and observer design for these hybrighroblem. In Section 5, we offer concluding remarks.
models;
4) The applicability of theoretical results on observers
to a realistic ATM situation. II. DEFINITIONS AND PROBLEM SETTING

In this paper, we focus on the last two aspects. MorA. Preliminary Definitions

precisely, we consider as a non frivial case—study, the so-\e consider a hybrid systemt{ with N locations

called active runway crossing control problem. In particula_r 1.+, qn. Each location identifies the continuous dynam-
we concentrate on the design of an observer for generatitk jescribed by the equations

an alarm when critical situations occur, e.g., an aircra
crossing the runway when another aircraft is taking off. & = A;x + Byu, y = Cix, i=1,---.N (1)

H X nxn i nxm . pXn
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511368. output, andu € U C R™ the system input. As in [1], we



suppose here that systems (1) are observable, although BisObserver’s Construction

assumption may be relaxed. _ _ The output sequenceg, v - - -1, of H can be used to
_ The discrete event dynamics are given by a nondetermigatermine the current discrete statepossibly at intermit-
istic generator of formal language [18] tent time instants (i.e. not at each time instant).
In [16], observability in the case of partial output ob-
q(k +1) € 0(q(k),o(k)) servability was defined. A procedure was proposed for
Y(k+1) =n(q(k),o(k),q(k +1)) (2)  the construction of a finite state machi that, under
a(k) € (q(k)) appropriate conditions, can provide intermittent observation

. _ . . of the discrete state 6. In ATM, an intermittent detection
\;V'(tg) ke v '?h,eLgijtput qs(;CrLbf)lpC(?k)thg %Sgﬁitit,lofﬁgftn’ of the discrete state is not acceptable because of the need

. . : of observing “hazardous states immediately. By the same
symbol, which takes place at timg and forces the discrete y o 7o\ rrent—state observability, presented in [1], is not
evolution. HereQ = {q1,---,an}, ¥ = {o1,--,05},  gjjitaple for ATM as well,

¥ = {e41,--, 9}, with e the null event, are the finite ~ Nevertheless, an observer that gives an estimate of the
sets of locations, input and output symbols. Moreover, gjscrete state ot will be the starting point of our devel-
5:Q x % — 29, $:Q — 2%, BQXEXQ—W opments. For this reason, we first present such an observer.

The procedure for the construction of a (discrete) state
are the transition, the input, and the output functions (i@bserver o )
general these are partial functions, i.e. not always defined). 0= {Q,W, 0, o, O, 77} 3)
The initial state is a stateg € Q9 C . The function ] o
¢ specifies the possible input events The functionss, for H is rather standard, although it is different from
n can be extended in the usual way to accept sequend8§se given in [16] and [1], and is based on the iterative
0901 -+ Op_10% € X%, with 2* the monoid onY’ [18] construction of the state transition functionQ) x ¥ — @
/ induced by the functiom as follows
0(q,00-ok_10r) =| )O(q,0 .
(@00 711 U (o) 5(6271#)::{q€Q|q€5(q’,08)!f0r q €4,

q
0(a. 00 ok-10k,q") = 1(q, 00 ok—1,4)(d'; ok, ¢") os € X* such thaty(q',o,¢") = ¢ # ¢
for ¢ € d(q,00--0-1) and é(¢',ox), n(q', ok, q")! andy(q”,s,q) = €---¢, ¢” 65(«1’70)}
“I" indicates that the partial function is defined for the R
given arguments). Ifs,, = 0oo2---0p,-1 IS @n input wherew = ¥\ {c} is the set of inputs (the outputs of),
sequence of lengths, | = m, the measured output iS ang ) 29 is the observer state set obtained as the set

P = Y102 - - - s, Whose length isps| = m < m since
somen(q’, ok, q"”) can be the null evert.

The hybrid systenf{ considered here is described by
systems (1), (2). The action of the discrete dynamics on thejy: = Qq U {q € Q| q € dqo,s)! for go € Qo,
continuous ones is the change of the equations (1) when .

a location transition takes place. On the other hand, the s € X such that)(qo, s,9) = 6"'€}~
action of the continuous dynamics on the discrete ones is A .
the change of location when the continuous statend/or The input functionp: @ — 2* is clearly

of statesg for which §(g,v)! for somew € ¥. The initial
state of the observer is

the continuous control: belong to some region or when a Aa

the system trajectory hits some boundary. These reciprocal ¢(q): = {1/’ eV 5(qv¢)!}-

actions can be modelled by the so—called guard and reset ) .

functions (see [13] for details). The output of© is the current observer stajes @, so that
To define correctly the evolution of a hybrid systéfy the output function): @ — Q is the identity.

one introduces a hybrid time basis [18]= {I;} € 7T, Roughly speaking, the function is defined for each

k =0,1,2,---, of H as a finite or infinite sequence of pair (§,v¢) such that there exist at least a statec ¢

intervals I, = [t, t}] such that and a transition frony to ¢, given by a sequences; =
1) I, is closed ifr is infinite; I, might be right—open if ©01 -0k, such that the resulting output is _

it is the last interval of a finite sequence The observerO can be used to solve the following

2) t <t} forall k andt)_, <t for k > 0. observation problem

The length of the hybrid time basis js|. Definition 1. Given a hybrid systerit, the systen© is

Given a hybrid systerfi{ and a time basis, we suppose sa(d to be_ an observer for the discrete states{df there
that for each statg € @, there exists a minimum dwell €XiSts an integek” such that

time A,,(¢q) such that q(k) = {q} ifqk)=¢q, Vk > K 4)
th —tr > An(q) >0, VEkel[0,|r]—1] for every initial statéqy, x¢) € Qo x X ofthe hybrid system
‘H, every continuous input function, every discrete input

with ¢(k) the state fot € I, o(k) the inputatt = &}, ¥(k) 5 — 5,7... 0. o

the output att = ¢, (1(0) = ¢). Roughly speaking, The =, [1], [3], [7], [8] conditions are given to characterize

minimum dwell time for?{ is the minimum time elapsed uch an observer. Alternatively, one can give a characteri-
between two consecutive transitions, namely the mmmur%ation in terms of invariance and attractiveness [6]
time of permanence in a given stateof . '

An executiony of 7 is a collectiony = (r, ¢, z), with ~ Definition 2. A set() # Q C Q is invariant with respect

x, ¢ respecting the dynamics (1), (2) and their interaction# a functions: Q x ¥ — Q, ¥ C ¥, if §(¢,) € Q for all
(guard and reset functions). G € Q andy € ¥ such thab(g,)!. o



Definition 3. A set() # Q - Q is attractive with respect [1l. CRITICAL OBSERVERS
to a functiond: Q x ¥ — Q, ¥ C ¥, ifforall ¢ ¢ Q there

exists g € U* with length|p| < oo such thas(q, p) € Q.o As already pointed out, the notion of observability intro-

duced in the previous section does not capture the urgency

Proposition1. LetQi = Q1N Q # @, with of a dangerous situation that may be created by an error
in an ATM system. In this case, we need to identify the
Q1= {g ={q}, Vq € Q}_ (5) states corresponding to these errors immediately, ke.,
must be 0. This will be accomplished using the recalled

O is an observer for the discrete state$wif and only ifQ; ~ Signature generation mechanism.

is invariant and attractive with respect to the dynamicsof __ OUr point of view on the signature generation mechanism
is slightly different from [1]: instead of associating signa-

Proof.Let O _be an observer. Since, according to (4), fotures to the transitions, we associate to each stateQ
any qo € Qo, if ¢(k) = q € 6(qo,s), Vs € X*, one has an additional output valu@ = h(q) € ¥ depending on
the stateg and we suppose that is generated within the

q(k) = 6(do,n(a0,5,0) = {q} € Q1, Vk>K minimum dwell-time A, (¢). In this way the generation
ie. _ 7) with Inl < k ted b dynamics is “hidden” inside the delay necessary to generate
€. Vp = nlao, s,q) With |p| < k generated by 1 = h(q), and we can neglect the signatures generator

5(@0719) € Q. dynamics. Note that in generdl:Q — ¥ is a partial

- . ) function. The signalsh(g) can be used to modify the
Hence@; must be attractive. Moreover, again from (4), onebbserver® introduced in (3).

need that Let us now defineg. € Q a critical statefor H if it
N o ~ * corresponds to a hazardous operation. Qgtbe the set of
0} n(@.s,q) €@, VseX critical states fofH. A critical state forH induces the notion

¢ € 6(q,s)!, namelyQ; must be invariant. of critical states for the observér as follows. Consider the

Conversely, ifQ; is attractive and invariant (4) must hold SyStemO defined in (3). We recall that each discrete state

true for a finite K. o 4€QC29of Ois anon-empty set of states,, - -, g;,.
N o ] of H, and we can define its cardinalit§| = r.

The conditions above are quite intuitive: the first one . A o .

requires that® has a state set including some of thePefinition4. A statej € Q, with cardinality is|q| > 1, is

singleton states of), and that the discrete event dynamicscritical for O if 4N Q. # . o

do not bring the state out of this s@4 N @ of singletons; The critical stateg. € Q. can be refined, i.e. partitioned,
the second one requires that all the evolutions go insidg; means of the valugs(q), G € ¢.. Defining as refinement
this set. These conditions are necessary and sufficient for

determining, after a transient, the exact discrete staf.of deln(g) € des q €< qc

the subset of statepof . with associated the value(q),

C. Extra Information to Recover Observability with obviously

When the conditions given in Proposition 1 are violated, . o
it is not possible to determine the discrete stateHofor U Geln@a) = 4
k greater than a certain positive integkr, at least with a 7€q

pure discrete event—driven observer. This is due to the fasc{artin from the observad one can define a new svstem
that either an invariant s€) does not exist, namelydrives 9 y

0 a statej = {g;,, -, q;, } with cardinality greater than 1 O where the state transition function, the state set, etc., can

. . . ' be defined as follows.
or this setQ is not attractive. . . .
One way to recover from these cases is to exploit thdIgorithm 1. Let us determin® as in (3).
knowledge coming from the continuous dynamics to create 1) Refine each critical statg € Q. with the functionh.

further discrete signals (called “signatures”), as proposed 2y Epjar to contain those refined sta . con-
in [1], which provide additional information to discriminate ) tainingggegictical states, € O, for H Red;@;ﬁn}g)

the discrete locations. Clearly, this extra information must 4 e - .

be “rich enough” to determine an observer. 3) Redefine the state transition functionto consider
The task of the signature generator is similar to that of a  the transitions in® from the critical states to their

fault detection algorithm and is not discussed here (see [14] ~ éfinements, and from the refinements to the other

for a tutorial). The key point from the observability point states of)., induced by the functiof. .
of view is that signatures have to be generated before the4) Redefine?, ¢, 7 in accordance to the new function
system leaves the discrete state. Let O be the obtained system. -

This idea is carried out in [1] as follows: appropriate o N ) ]
Luenberger's observers are designed for each of the con-A more formal definition of0 is obvious and is therefore
tinuous dynamics (1). Then, the signatuges - - -, ¢, are ©omitted. Nevertheless, note that since the events (q)!
obtained by feeding the observer outputs into a decisicire considered as new input events @rthe hybrid time
function block. In [1], it is shown how the observer's gainsbasis is refined because some intervhlsmay be given
have to be chosen so that the signatures are generated withih I, = I, U Lo, With I = [tg,te + pr), Iop =
a finite and fixed time, namely the minimum dwell-time.[t, + px,t}), and with ¢)(k) generated at time; + px,
Each labely € ¥ = {y1,---,9s} is characteristics of wherep, < A,,(q). If h(q) is not defined, then this means
a specific locationg and is added as output to the arcghat p, > ¢, — t; > A, (q), i.e. I;; is not refined. With
enteringg. Hereinafter, we will consider an alternative waysome abuse of notation, we 1¢t/) be the value ofj for
to associate) to H. t € I. With this in mind, consider the following.



Definition 5. Given a hybrid systerit and a subsey. C IV. A CASE STUDY: THE ACTIVE RUNWAY CROSSING
Q, the systen®© is said to be aritical observerfor H with SYSTEM

respect to the set of stat€s if In this section, we consider the example proposed in [19]
A(18) = {qg Vge Q. Vk:qk)=gqg 6) and [12], and analyzed in [6], of an active runway crossing
i) =12} 1€ Qe atk) =4 ©) with the intent of testing the applicability of the theoretical
. , , results on critical observers to a realistic ATM situation
Ly = [tk — &, ), for some= > 0 for the detection of situation awareness errors. This will be
for every initial statdqo, zo) € Q x X of the hybrid system a sufficiently simple case study that summarizes the main
H, every continuous input function, every discrete input difficulties in the formulation, analysis and control of a
Sk =01, 0k o typical accident risk situation for ATM. The active runway
It is clear that an observer ensurin—current state Crossing will be decomposed into various subsystems, each

observability with X = 0, or O—current state observer for With hybrid dynamics modeling its specific operations.

with

short. is also a critical observer since The active runway crossing environment consists of a
' A - i - runway A (with holdings, crossings and exits), a mainte-
q(k) = {a} if g(k) =g, Yk >0. nance area and aprons. The crossings connect the aprons

However, a critical observer is not in general a O—currerfnd the maintenance area. Crossings (on both sides) and

state observer, and therefore represents a generalization9fdings have remotely controlled stopbars to access the
the O—current state observer. In fact, according to Propédnway, and each exit has a fixed stopbar (see Figure 1).
Yy

sition 1, the attractiveness @, is a necessary condition,

while it is not necessary for a critical observer. bolding | [, T aimort
Let us determine when the observer (3) is also a critical i Lo L way
observer.

Proposition 2. The observer (3) is a critical observer for

M ifand only if T~

~ ~ exit
QC g Ql \
with Q, defined as in (5). o
Proof.1f (3) is a critical observer, (6) is valid. Singg, > N
t, — tx, it is necessary that (6) is valid wi;r)g = I;. This ' maintenance COSSE s, amOrt L ons

implies thatQ. C Q. On the contrary, ifQ. C Q; then by o

(6) is valid with I§ = Iy, i.e. (3) is a critical observer. o
When Proposition 2 is violated (3) is not a critical runway A

observer. The following proposition gives a condition under

which Algorithm 1 gives a systen® that is a critical

observer forH.

Proposition 3. O is a critical observer foH with respect

to a set). C Q if and only if for each induced critical state holding | [¢ 1 aimport
de € Q¢ ) M— : o ;!
. 1 ifqg e qg.NQ. o
qch(q)‘:{c>1 e d\(@nQ.) 7
= 1< 9e\\ge ¢ Fig. 1. Airport configuration
for the refinements induced by o
Proof. If (7) hO'dS, then (6) is valid forre = —[2,k:1 and@ The foIIowmg relevant areas can be defined
is critical for 1. Conversely, ifO is critical for H (6) and Rap ={(z,y) | © > a4,y € [b1,be]}
hence (7) holds. H QAWl = {(I, y) | T e [a37 a4]a Yy e [bla bQ]}
of Tumctioneh @ 1 hat satsty (7). In particuiar. one. gt — H00) o€ e 04y € o)
Q — . \ —
is interested in the following design problem: determine Q’?ZWS B {(/x_’y) | @ € lag, adl,y € [25’1;6]}
such that the number of refined states for eache Q. s ={(@y) | 2 € laz, a3,y € [b1, D]}
is minimum. This allows to consider “nonzero” signatures s, ={(z,y) | = € [ag, as],y € [b3, ba]}
only when it is strictly necessary for the design of the s, = {(z,y) | © € [az,a3],y € [bs, bg]}
observer. The criterium used to determine such a function Qn, ={(z,y) | € a1, a2], y € [b1, 2]}
h will be the violation of Proposition 3. _
. ; : . Qp, = {(z,y) | 2 € [a1,a2], y € [bs, be]}
Proposition 4. Given an observap as in (3), Algorithm 1 _
; it ~ ; ¢, —{(x,y) |£C€ [a17a2]7y€ [b37b4]}
gives a critical observeép for H with respectto a s€). C @ _
if and only if there exists a functioh: Q — ¥ such that for Qrwa = {(2,y) |« € [a1,a2],y € [b1, bo]}
each critical staté, € Q. (7) holds true with On =A{(z,y) | © < a1,y € [bs, ba]}
= \(A nQ ) a where “Ap” stands for aprons, AW™ for airport way, “S”
Qe\\Ge t1%e) |- for stopbar, ‘H” for holding, “C” for crossing, “RW 4" for
runway A and ‘M” for maintenance area.
Proof. Straightforward. O Humans may not have a correct “Situation Awareness”

(SA) [9], [19]. The consequent errors can then evolve to



create hazardous situations. Our goal is to identify these
errors and possibly correct them before they may cause
catastrophic event. To do so, we need to define Situation
Awareness as follows:

Definition 6. Situation Awareness (SA) is the perception
of elements in the environment within a volume of time
and space, the comprehension of their meaning, and the
projection of their status in the near future. The projection
in the near future of the perception of the actual environment
is referred to as intent SA. o

Within an ATM system, Stroevet al.[19] define anagent

as an entity, such as a human operator or a technical system?’)
characterized by it§A of the environment. Following [19],

SA can be incomplete or inaccurate, due to three different

crosses when granted. While proceeding towards the
AW, he may have thentent SAthat the nextAW
point is either a regular taxiway (erroneoustent
SA) or a runway crossing. In the first cage, enters
RW 4 without waiting for crossing permission. In the
second caseP,. could have theSA that crossing is
allowed while it is not. Then, he would enter the
runway performing an unauthorized runway crossing.
The reaction ofP, to the detection of a collision risk,
due to visual observation or a tower controller call, is
an emergency braking action.

Ground ControlleCy. C,4 is a human operator sup-
ported by visual observation and by tA&S system.
He grants start up to both t8, and P., and handles

crossing operations oW 4. If C, has SA of a
collision risk, Cy, specifies an emergency braking
action to the crossing aircraft.

Tower ControllerC,. C; is a human operator sup-

ported by visual observation and by tA&S system.

The C; handles take off operations @iV 4. If the C,

has SA of a collision risk, he specifies an emergency

braking action to the taking off aircratft.

) ATS system This is the technical system supporting
the decisions of the controllers, and consists of a
communication system, a runway incursion alert and
a stopbar violation alert.

situations. An agent may

1) wrongly perceive task—relevant information or miss

them completely;

2) wrongly interpret the perceived information;

3) wrongly predict a future status.

An important source of error that has to be considered
when analyzing multi-agent environments is the propaga-
tion of erroneous situation awareness due to agents interac-
tions, e.g. via VHF communication. 5

4)

A. Agents in an active runway crossing

The runway crossing operation consists of
1) a pilot flying (P,) directed toRW 4 to perform a take B. Pilot flying observation problem
off operation; The agentP; can be modelled as a hybrid systéip,,
2) a pilot flying (P.) directed to thel, taxing through see Figure 2 [5], [6]. Referring the reader to [6] for the
AW, and the runway crossing’; _complete description of{p,, here we just note that the
3) a ground controller@,); input 1,1 models the start up clearance By, o1 the
4) a tower controller C;): command for immediate take off by/;, o1 3 the command
: ) ’ to line up and wait byC, o, 4 the take off clearance by
5) the airport technical support systeATS). Cy, 015 an emergency braking command 16, oy ¢ is
The pilot P, proceeds towards the holding area (regulaa disturbance that causes a taxi abort, and models
taxiway) with the intent of completing a take off operationa situation awareness error as a disturbance that causes
while the pilot P. is approaching the crossing area. Thean ungranted take off. Moreover, the outplit; denotes
tower controllerC; and ground controlleiCy, with the the start up confirmation t6’,, v, » the take off request,
aid of visual observation of the runway and VHF com-y, ; the immediate take off confirmation); , the line—
munication, respectively, are responsible of granting takep and wait confirmations; 5 the take off confirmation,
off and crossing, avoiding the use of the runway by twa), ; the emergency braking confirmation; - the airborne
aircrafts simultaneously. Technical support systems help th@nfirmation. Note the null output corresponding ter; g,
pilots and the controllers to communicate (VHF) and detect, , due to situation awareness errors.
dangerous situations (alerts). The observe©Op, for for Hp, is given in Figure 3. It is
The specific behavior of these agents in the runwaglear thatOp, violates Proposition 2, and hence it is not a
crossing operation can be described as follows critical observer forH p,. In fact, the induced critical states
1) Pilot flying of taking off aircraftP;. Initially P, ex- {q1.2,¢1,3,91,7}, {q1,4,q1.7}, {¢1,6,q1,7} have cardinality
ecutes boarding and waits for start up grant@®y.  greater than 1.
He begins taxiing ondW;, stops at stopba$; and Propositions 3 or 4 can be used to determine a critical
communicates with th€’; at the reserved frequency observer forHp,. In particular, using Proposition 4, one
to obtain take off grant. Depending on the responseees that i, € 2zw, a signaturery,; = h(qi1,7) is gener-
P; waits for grant or executes take off immediately.ated to distinguishy; 7, one gets the critical observérp,,
Because of &A error, the take off could be initiated see Figure 4. This shows how we can solve the critical
without grant. For simplicity, we will not consider observation problem foP;.
this kind of error in this work. When the aircraft is More complicated critical observation problems, involv-
airborne, he confirms the take off has been completedg the two pilots acting together (or even, more gener-
to C;. During take off operationspP; monitors the ally, the other agents”,, C,, ATS) can be formalized
traffic situation on the runway visually and via VHF. considering the shuffle product éfp, and Hp_ [11], and
If a crossing aircraft is observed or in reaction to ardetermining the induced critical states on this new system
emergency braking command by the controller the H (see [6]).
starts a braking action and so take off is rejected.
Pilot Flying of crossing aircrafP,. When start up is V. CONCLUSIONS
granted byC,, the P, proceeds on thé ¥, and stops We introduced the notion of critical observability for
at stopbarS,. He asks ta’; crossing permission and hybrid systems to solve the problem of error propaga-

2)
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systems that, albeit simple, can create risky situations that
are difficult to discern without the help of automation.
Several failures of complex systems can be traced back to
unforeseen circumstances that are trivial to analyze after
they become visible. We are now investigating some more
complex ATM cases to demonstrate how difficult it is to
enumerate the corner cases of real applications.
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for critical states corresponding to hazardous situations.
We demonstrated the use of critical observability in the[s]
runway crossing problem where human agents interact in
a system consisting of various subsystems. The huma@
agents, modelled as hybrid systems, are subject to errors th 1
may lead to catastrophic situations. We developed hybrido]
observers to detect the hazardous situations corresponding
to critical states. [11]
The results seem to be easily obtainable by intuition.
Indeed, in this particular example, an intuitive design would2]
have solved the problem. However, errors that we try t83]
prevent often originate from interactions among distributed
[14]
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